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ACCESS GOVERNANCE IN
WINDOWS ENVIRONMENTS

Reducing data security risk through access rights management

Product: SMAN

8MAN improves your internal security by
providing a transparent overview and full
reporting of access rights on file servers,
SharePoint and Active Directory. It allows
the management of all administrative tasks,
such as the creation and management

of users, groups and directories. SMAN
facilitates the delegation of responsibili-
ties to help desk users or data owners by
allowing designated users to perform some
administrative functions without requiring
full admin rights. All of these features help
keep your organization secure from the
inside out.

UK: protected-networks.com
1 Stanhope Gate
Camberley, Surrey, GU15 3DW

+44(0)1276 673 693
s.bennett@protected-networks.com

Manufacturer: protected-networks.com
Protected-networks.com was founded in
Berlin in early 2009 and develops integrated
software solutions for access rights
management in Windows environments.
8MAN improves internal data security by
limiting access rights to a “need-to-know”
basis and thereby prevents unauthorised ac-
cess of sensitive data.

Besides saving time and reducing cost,
8MAN also supports the adherence to
various legal and compliance standards
such as IS0 27001, PCI-DSS and SOX.

protected-networks.com GmbH
Alt-Moabit 73
D-10555 Berlin

+49 (30) 39063 45-0

info@protected-networks.com
www.protected-networks.co.uk
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ACCESS- AND USERMANAGEMENT

EFFICIENCY, SECURITY AND COMPLIANCE

FROM A SINGLE SOURCE

Permission structures can be as complex as each individual
organisation, which is why 8MAN provides accurate and intuitive
views to visualise each relationship and grouping, regardless of
company size, locations or industry sector.

The visualisation of objects within file server, Active Directory and
SharePoint environments highlights discrepancies immediately
and allows for quick and easy optimisation. This is especially
valuable in creating awareness of IT security issues beyond the
IT department and allows non-technical roles to help ensure the
security of sensitive company data.

8MAN includes a variety of preconfigured reports, which are con-
stantly developed in close cooperation with our customers. Our
comprehensive reporting suite allows administrators, managers
and heads of departments to easily understand existing access
rights.

It is now possible to delegate some responsibilities to heads of
departments and data owners, thereby reducing the workload
of IT administrators while improving the quality of access rights
decisions. 8MAN also allows for the continued management of
access rights, even in outsourcing situations.

8MAN can provide invaluable support in [dM projects by delivering
dependable and accurate information regarding the actual access
rights situation. It allows you to effectively test the gap between
what is and what should be.

8MAN functions as an important building block in the certification
of legal and regulatory compliance standards such as PCI DSS,
ISO 27001 and SOX.

ADVANTAGES AT A GLANCE

Visualise access rights
Identify and administrate incor-
rect access rights immediately.

Automate reporting
Communicate actual access
rights to affected parties.

Minimize risk
Protect sensitive data by limiting
access to a "need to know" basis.

Incorporate Data Owners
Delegate responsibilites and
processes to helpdesk and indi-
vidual departments.
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protecting companies from the inside out
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All permissions in AD, File Server and SharePoint at a glance

Enable compliance

Use 8MAN as a foundation for
compliance and legal respon-
sibilities. (IS0 27001, PCI-DSS,
SOX, etc.).

Document changes
8MAN requires all changes to be
commentated and logged.

TRANSPARENCY EFFICIENCY

Administrate efficiently
Improve speed and accuracy of
reporting and administration,
resulting in tangible time and
cost savings.

Provision access rights

Assign access rights flexibly via
role based templates; even limit
them temporarily.




